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Algorithmic Auditing

» Algorithmic auditing is a structured process conducted internally or
by a qualified independent third party that involves:
= Verifying and/or validating the working of the algorithm along with the

data, model, environment, process, contextual to the use-cases in
which the algorithm is intended to be used.

= |dentifying issues that are clearly articulated and scoped for the
algorithm. Criteria could include:

* Bias, fairness, discrimination, explainability, interpretability etc.
= Documenting the understanding of the algorithm’s behavior, uses,
performance as observed and evaluated by a qualified individual.

= Recommending mitigation, control and elimination of noted risks.

---------------------
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A Machine Learning Audit
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Considerations with auditing and benchmarking models

Enterprise vs Open-

source benchmarking Benchmarking

Blackbox vs Whitebox Surrogate models against a reference

* Model in Python vs el
MATLAB moae

Different versions

o (v1.2 vs v1.3) Performance &
Scalability testing

Stress testing,
API behaviors s Scenario Analysis and
What-if testing



Demo

QuantUniversity, LLC

www QUantuniversity com



‘ QuSandbox
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Project Name: ML - Sklearn
Project Description: This model predicts whether breast cancer is benign or malignant based on image measurements.

Project ID: 0d371a9d315447d3af8e9c8adaac23e6

Experiment Name: ML - SKLearn Experiment
Experiment Description:

Experiment ID: 59b00d287b69428b8e6144df25¢51d6d

Model
Model card

Fairness

Fairness and Bias



QuSandbox

QuToolBox

Explore

Data Processing

Modeling Tools

Models

Explain

Fairness and Bias

Report

Case studies

QuantUniversity, LLC

Explain

Q CREATE PROJECT

Adversarial Robustness Toolbox

Shapash

Make machine learning interpretable and

AIX-360 Explainability Toolkit understandable by everyone

H20
1.0
QuSandbox
Run H20 on QuSandbox
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Manifold
version: 1.0.0
QuSandbox

Model-agnostic visual debugging tool
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Sri Krishnamurthy Information
Experiment: 8cf00cf70ed9499a9b483362ad58eb4c

Owner: Sri Krishnamurthy

Contact: info@qusandbox.com
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Explain Test Plan
1. Document the test plan for the report

Fairness and Bias

2. How is the model tested (Full, sampled, regression tested)

3. Comment on the testing infrastructure (CI/CD, test suites)
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Request DEMO at
info@qusandbox.com
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Run MATLAB on QuSandbox
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Try Microsoft APIS
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Prior Experience at MathWorks, Citigroup
and Endeca and 25+ financial services and
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Columnist for the Wilmott Magazine
Author of forthcoming book

“Pragmatic Al and ML in Finance”

Teaches Al/ML and Fintech Related topics in
the MS and MBA programs at Northeastern
University, Boston

Reviewer: Journal of Asset Management
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Thank you!

Sri Krishnamurthy, CFA, CAP
Founder and CEO
QuantUniversity LLC.
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@ Information, data and drawings embodied in this presentation are strictly a property of QuantUniversity LLC. and shall not be
distributed or used in any other publication without the prior written consent of QuantUniversity LLC.
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